
WEF – Web Exploit Finder
Detecting Drive-By-Downloads using VMware and Rootkit-Technologies 
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● register()
● getFilterList()
● getNextUrl()
● reportResult()

SSH

● startIE()
● closeIE()
● goToURL()
● navigate()

● load Rootkit-Driver
● send filter list
● start and stop hooking
● request result
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● All Web-Browsers have vulnerabilities and allow to infect the 
OS without user interaction (Drive-By-Downloads)

● Even full patched systems are vulnerable to zero-day exploits
● There is an unkown amount of malicious sites on the web
● We need to build a Distributed System to identify malicious 

sites:
• Modify the windows kernel to monitor suspicious system calls
• Remote control Microsoft's Internet Explorer
• A technology to protect ourselves
• A component to easily control the whole system

For more information see http://labs.xnos.org

● cloneVM()
● revertVM()
● deleteVM()
● listVMs()

SSDT - System Service Descriptor Table
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SST – System Service Table
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Rootkit  (SST-Hooking)
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